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(called a security incident)

A
User or staff contacts the
Teragrid Help Desk at

help@teragrid.org or
1-866-336-2357

To report the security incident

Teragrid Help Desk staff
creates a Security ticket via
the Teragrid Ticketing System

elp Desk triage
question: Route ticket Ticket is investigated.
Is this an emergency No b to Security . | Other Teragrid sites notified, | |
security incident or group in ticket if necessary, until incident
known to be a system is resolved
compromise?

Yes

Help Desk staff
contacts “emergency contact
for affected Teragrid site. Info found at
https://security.teragrid.org/
(Note in ticket who was contacted)

Incident report is prepared
and placed on Security
Working Group secure

website.

Determine which site(s) are
affected by this emergency
security incident

Site gets notified,
Ticket gets assigned >
and investigated

Notification of incident is
communicated to all

Prepare public statement
related to outage of TG
system and communicate
to Help Desk

Incident is investigated,
inform other Teragrid sites
until ticket is resolved.

Does this incident affect user
usage (an outage) ofa TG
system?

N

Ticket gets
resolved

If ticket gets stagnant,
contact site non-emergency
contact. Info found at
https://security.teragrid.org/

(Note in ticket who was contacted)

A

Security-wg reviews
security related tickets

>

Teragrid Emergency
Contacts by Site
investigators or via
Teragrid Help Desk

weekly to make sure
they are resolved.
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